KOHKypCHOe 3aaaHune



Obuwasa nHpopmaums

Mo3BonbTe NpPeacTaBUTbCA, MOM HOBbIM KOAnera: A HaydanbHUK WT-genaptameHTa ycnewHon ¢UHAHCOBOM
kopnopauum «UNC n Ko ®uHaHC», Kyaa Bbl TOJIBKO UYTO YCTPOUIUCb Ha AOMKHOCTb [1aBHOrO CUCTEMHOTO
agMuHuUcTpaTopa. bnaropgapa cobaofeHUO NpaBun  Perynatopos M COBCTBEHHbIM CTPOrMM  BHYTPEHHUM
npasunam, B KPM3MCHOE BpeMA Halla KOMMNAHWA COXpaHAeT CTabuAbHOCTb, O YeM CBMAETE/NbCTBYET Balla
Hemasnan 3apnaata. K corkaneHuto, Bal Konnera, co3gasaBwnii UT-MHOPACTPYKTYPY, HAaxoanuTca B AANTENbHOM
KOMaHAMPOBKE U elle He ycnesa BBECTU Bac B Kypc Bcex aen. OaHako bnarofapa Ballel BbICOKOM KBannpuKkaumm
BaM [O/I’KHO XBaTUTb M TeX 06pbIBKOB MHPOPMALLMK, YTO OH YChen nepesathb.

Y MeHA Aaa Bac OTAMYHAA HOBOCTb: ABa KOHKypUpYoWmMX 6aHKa Noay4ymam KpynHble HENPUATHOCTU, MOCKObKY
BENM HEMPOAYMAHHYIO U PUCKOBAHHYHO GUHAHCOBYO NOAUTUKY. ECin TouHee, pelwleHne HacyeT HUX LleHTpobaHK
yXKe NpuHAN: 6aHKM NepenatoTca HamM Ha CaHauMio U B BanKailwem Oyaywem CTaHyT MHTErpaabHOM YacTblo
Hawen GMHAHCOBOW CTPYKTYpPbl. 3TN BAHKN — « MUKpOWOT B3aHK» U «MMHBUH PaiHeHWAN» — yKe [AaBHO ABAAANCH
cTpaTernyeckoi Uenblo Hawel KomnaHuu, u cendac «UNC n Ko ®PuHaHC» MMeeT YHUKaNbHYIO BO3MOMHOCTb
MONYYUTb KOHTPOb HAZ aKTUBAMM U KNMEHTaMM 3TUX BaHKOB.

Ona ycnewHol caHauymn oboux 6aHKOB HEOBXOAMMO KaK MMHMMYM obecneuntb canaHne UT-MHPpacTpyKTyp M
B3aMmogeicTeme Ha ypoBHe 6a3oBbix cepBucoB. K coxkaneHuto, oba 6aHKa NpoBOAWMAM MOJSUTUKY TOTa/IbHOM
3KOHOMMM M Mano BKAaAblBa/WUCb B pasBuTMe U noagepkaHue UT, NnosTOMy paccyMTbiBaTb HA FOTOBHOCTb MX
MHPPACTPYKTYP K TAKUM U3MEHEHUAM HE NPUXOOUTCA.

Cellyac KaxKkAbl 4ac Ha CYeTy, a NOTOMYy Halle PYKoBOACTBO TpebyeT, yTobObl Yepes Tpu AHS BCe 334a4M Mo
o06beguHeHno UT-cuctem 6aHKOB 6bian BbiNoAHeEHbI. O6Lan cUTyaUus TakoBsa:

1. Bbl [O/MKHbI CTPOrO CNefoBaTb AENCTBYHOWMM NpaBuMaam W perilaMeHTam CBOeW  KOMMaHWW,
3aduMKcMpoBaHHbIM B MonuTuKke Kopnopauum B 067acTi MHGOPMALMOHHBIX TEXHONOMMA M 3alMTbl
nHoopmauum (MpunoxkeHue 1), ganee no TeKCTy NpocTo «MoanTuke».

2. ToTanbHas 3KOHOMMSA Ha 06opyAOBaHMM B NOAKAOYAEMbIX BAHKaX U CXKaTble CPOKM NPUBEAN K TOMY, YTO
y Bac HeT bosiblioro 3anaca obopyaoBaHua gns nposeseHma paboT. Bee, 4To y Bac ecTb B pe3epse, 3T0:

e  OauH mexceTteBoi aKkpaH Cisco ASA 5505

e  OauH KommyTaTop Cisco Catalyst 2960

e  OAMH HOYTOYK

e  OpuH IP-tenedoH Cisco 7900

Mpoyee obopyaoBaHME Bbl, KOHEYHO, TAKKe MOKETE UCNO/b30BaTb, HO UMENTE B BUAY, YTO OHO BXOAMT B
COCTaB AeNcTBylowen MHPPACTPYKTYpPbl KOPNoOpauum, U y Bac HET NpaBa MeEHATb ee NorMKy paboTbl. B
Kaxkgom 6aHKke Heobxogmmo Hactpoutb VPN-wnw3 wn  nogkntodeHne K cetn  IP-tenedoHuum.
MapwpyTtrsatop R2 yKe NOAKNIOYEH K CETM KOPNOpaLMM, HO MOKA elle He HACTPOeH, MepPeHOCUTb ero
KyZa-n1bo elle Henb3s, pelleHne 06 3TOM NPUHATO JO0BOALHO AABHO.

3. Hawwu napTHepbl M3 KomMnaHuMM-onepatopa «bocc-Tenekom» BbINOJHWUAM NPeABaPUTE/IbHYIO HACTPOMKY
CBOEIN CeTU U roToBbl NPeAoCTaBUTb KaHasbl CBA3M MeXKay oducamm BaHKoB. TEXHMYECKME YCIOBUA HA
noaKkaYeHne npmsegeHsbl B MpunoxkexHum 8.

4. K coKaneHuto, BbIHYKAEHHAA CreLlKa B NOArOTOBKe K paboTam npuBena K TOMy, YTO HEKOTOpble CeTeBble
HACTPOMKM 6blIM BbINOHEHbI HEKOPPEKTHO. OB6HApYXKeHHble OWMOKM UCNpPaBaeHbl, HO CIOXHO CKa3aTb,
KaKue elle HeTOYHOCTM OCTa/ICb He3ameyeHHbIMKU. ObpalanTe Ha 3TO BHMUMaHME. BO3MOXKHO, 4TO-TO B
CYLLECTBYIOLLMX KOHPUIYpaLMAX NPUAETCA NCNPABAATD.

5. Wmeitte B BMAy, 4TO BCe TpU HBaHKa ABNAIOTCA AENCTBYIOWMMU, NepPepbiBbl B 06CNYKMBAHUU KAUEHTOB
OO0/MKHbI 6bITb MMHMMM3MPOBAHbLI. Bam M3BecTHO, YTo cepsucbl «LIMC n Ko» AoaKHblI 6biTb AOCTYMNHbI
NOCTOAHHO, «MMUKpPOWOT B3HK» MOMKET MO COrNacoBaHWUIO ObICTPO MNEPEKNOYUTBCA Ha pPe3epBHYHO
naowagaky, a B 6aHke «MUHBMH PaliHeHWwN» paboTbl, CBA3aHHbIE C MPOCTOEM CETEBbIX CEPBUCOB, MOTYT



npoBOANTbLCA TOJ/IbKO NO OKOHYaHUU pa6oqero AHA (T.e. Nno 3aBepLleHnn BCeX OCTa/IbHbIX pa60T, KOTOpble
Bbl 3an/JlaHNUpoOBa/M Ha 3TOT ,ﬂ,eHb). Ecan Bbl npegnosaraete BbliNOJ/IHEHUE pa60T, CBA3aHHbLIX C
OTK/IIOYEHMEM  KaKUX-1nMbo cepsucos, Bam HGO6XOLI,VIMO cornacosbiBaTb BpemAa WU  AONNTENIbHOCTb
nposeaeHnA aTux pa60T 1 0653aTeNIbHO BK/IOYATb UX B NAaH.

Mbl C BalWMM KOJINETOW Y»Ke HapUCOBaNW 3CKU3HYIO cxeMy byayluelt cetu (MpunoxeHne 7), HO B Hee eLe HY»KHO
BHECTU pAg, AeTanei 1 pelmnTb, Kakoe 06opyaoBaHNE U KaK byaeT MCnonb30BaThCA.



[eHb 1. CeTeBble TEXHONOTUN

CerozHa Bam npeacTonT MHoOro paboTbl. CHavana HeobxoaMMO BHECTM HEKOTOPbIE U3MEHEHMA B MHOPACTPYKTYpY
cobcTBEHHOM ceTu, 3aTem — 06ceq0BaTb CETU NpUcoeanHAEeMbIX 6aHKOB W MPUHATb OKOHYaTe/IbHOE peLleHne o
byaywem pausaiHe eaMHOW CEeTM M WUCMNO/Ib30BAHMM MMEIOWErocA B BalleM pPacnopsKeHWW pes3epBHOro
obopynoBaHuA. B KOHUe — BbINOAHUTL paboTbl B odpucax 6baHkos « MUKpoLwoT BaHK» n «[MMHBUH PaHeHWw .

Bawun pelweHuns gonKHbI ObITb OTPAXKEHbI B AOKYMEHTaUMK B BUAE CXem, TabmL, 1M NNaHoB M 0406peHbl MHOM. f
BCE elle He MMen BO3MOXKHOCTb ybeauTbCs B Ballen peanbHOW KBanuduKauuu (oa-aa, Balle pestome O4YeHb
KpacuBoe, HO pe3lomMe U XM3Hb — HECKOJIbKO pasHble Belln), a NoTOMY CTaHy OYeHb BHMMATENbHO CneauTb 3a
BCEM X040M paboT. M3MeHUTb NPUHATbIE N YTBEP!KAEHHbIE pelleHMsa no3aHee OyaeT HEeBO3MOXKHO, MO3TOMY
nepeg Hayanom pabotbl MPOYUTAUTE BCE 3AAAHUA, USYUUTE TEKYLLME HACTPOMKU OBOPYOBAHUSA, HE
MU3MEHSAA UX, 1 noarotoBbTe HEOBXOANMMbIE AOKYMEHTbI.

1. Wcnonb3ys npefoctaBaeHHble JOKYMEHTbI, GOPMbl U CXEMbI, MOATOTOBbTE Caeaytowme maTepmasibl B TOM
BMAE, B KOTOPOM OHM NPEACTABAAOTCA BAM NO OKOHYaHMM Bcex paboT
e  Tabnuuy coeanHeHW U NOAKAOYEHUIA NOPTOB 060pyaoBaHua (MpunoxkeHue 4)

e  Cxemy ceTeBOro ypoBHs B 06beanHeHHoM cetu (MpunoxkeHue 7)

2. Bbl gonKHbI NpeacTtaBUTb MHe Ha yTBepKaeHue [MnaH paboT, KoTopble npeanosiaraeTe BbiMNONHUTL B
TeYyeHue cerogHAWHero aHA (bopma nnaHa HaxoauTtca B MpunoxeHun 2).

3. To npaBu/iam Halel Kopnopauuu A AOJKEH NOCTaBUTb PEe30/IOLUMIO Ha Balem naaHe paboT, npexae
4yem Bbl MPUCTYNUTE K BbIMNOJIHEHMIO HacTpoeK. C 3TOr0 MOMEHTa BCe Balu AENCTBUA peryamnpyroTca
nAaHamm, Cxemamu, NOAUTUKAMMU, pernameHTaMu U TEXHUYECKMMU yCnoBuUAMKU. HM B Koem cniyyae He
HapyLLanTe Ux, UM Bam NPeacTOUT O4YeHb HENPUATHbIN pa3roBop co MHOW. Bam 3anpewaetca:

e  Ypanatb cywecTsytowme n fobasnatb Hoeble VLAN, ecnm aToro ABHO He TpebyeT nnaH pabot

e  Yaanatb u fo6aBAATb HOBblE CTaTUYECKME MAPLLPYTbI, €C/IM 3TO ABHO HE paspeLleHo

e /3meHsATb penmbl paboTbl NpoTokonos STP 1 VTP

e VYaanATb WAM CHMMATb C MHTEPPENCOB CMUCKM KOHTponA poctyna. OAHAKo Bbl MOXeTe UX
pefaKkTMpoBaTb

Mocne nonyyeHuna opobpeHna Bam HeoBXOAMMO BbINOAHUTL PAA MOArOTOBUTE/bHBLIX ONepaunii U HacTPOUTb
CBA3b Mexay ceTAMM DaHKOB B COOTBETCTBMM C COOCTBEHHOM MOIMTUKON Hallel KOpnopauum U TEXHUYECKMMMU
ycnosuamu onepatopa csasun. Kpome Toro, npoly nposectu psag paboT no onTMMM3aLMKU BHYTPEHHelN CceTu
Kopropavumu, UCNOb3yA BblAe/leHHble BaM BPeMeHHbIe OKHa Ana nposeAeHus pabor.

4. Ha cepsepe NMS 3anyweHo npuknagHoe MO, sbinonHAwwee ¢yHKUummM TFTP-cepBepa u syslog-cepsepa.
BbinonHUTE pe3epBHOE KoMMpoBaHME KOHOUrypauuii ceteBoro obopyaosaHusa u 6a3 paHHbix VLAN
KOMMYTaTOpPOB KOpnopaTMBHOM ceTu Ha TFTP-cepBep, 3anylweHHbln Ha cepBepe NMS. Wcnonb3syite
uMmeHa ¢aiinos B dopmate <MMA YCTPONCTBA>-<TEKYLLEE BPEMA>.cfg (Hanpumep, R1-10.05.cfg) v
<UMA YCTPOUCTBA>-VLAN.dat (Hanpumep, SW2-VLAN.dat). Mo 3aBeplieHun paboT Bcero AHA He
3abyabTe NOBTOPUTbL NpoOLEAypy LS BCEX CETEBbIX YCTPOWCTB. B KOHUE AHA y Bac AO/MKHbl ObiTb
COXpaHeHbl KOHOUIYypaLMK BCEX CETEBbIX YCTPOMCTB, NMOAK/IOYEHHbIX K CETU, U 6a3bl VLAN KommyTaTopoBs
SW1 n SW2. CoxpaHATb KONuUM KoHGUrypaLmii 060pyaoBaHUA, HE NOAKAOUYEHHOTO K CeTU, He TpebyeTcs.
CoxpaHsaiTe dannbl B nanky C:\TFTP. Mpu cosnageHnn nmeH daibl AOMKHbI Nepe3anmcbiBaTbeA.

5. B cootsetctBun c [lonntukoil, Bce ceTeBble ycTpoictBa Cisco B Balwel CeTUM AONXKHbI OTCblNaTb
ypHa/ibHble COObLLEHMA C KpUTUYHOCTbIO Bosblueit uam pasHoi 5 (Informational) Ha syslog-cepsep.




JIoKanbHO Ha yCTPOMCTBaxX XpPaHATCA cooblueHna ¢ KpuTuiHocTbio 3 (Error) u Bbiwe. Y6eauTech, 4To 3TH
NOJIMTUKM COBNIOAEHBI HA BCEX YCTPOMCTBAX, BK/OYAA Te, YTO Bbl NJIAHMpPYeTe NOAKIYATL K CETH.

CeTteBoe 060pyaoBaHue (KOMMYTaTOPbI, MapLUPYTM3aTOPbl U MeXKceTeBble 3KpaHbl) Cisco, NogKAoYeHHoe
K CeTU, AONKHO CUHXPOHU3NPOBATb CBOM Yacbl MO BpeMeHU KOoHTpoasiepa gomeHa New-DC n HaxoguTtbceA
B MNPaBUAbHOI BpemMeHHOW 30He (GMT+3). YbeauTecb, YTO 3TO Tak, OCOHBEHHO, MO OKOHYaHWKM paboT
CeroHALWHEro AHA.

Mexay KommyTtaTtopammn SW1 n SW2 B Tekyweln KOHOMIypaLmMm NPUCYTCTBYET TPU NapasienbHbiX KaHana CBA3M,
KOTOpble NCMONb3YIOTCA He oYeHb 3¢deKTMBHO. Bala 3a4a4a — U3MEHUTb KOHOUTYpaLLMKM KOMMYTAaTOPOB, YTOObI
[0O6UTbCA ONUCAHHbIX HUXKE pPe3ynbTaToB.

K cuactbio, SW2, kak un Becb VLAN 10, obcnyKMBaeT TONbKO Balle cOb6CTBEHHOE NOAK/OYEeHUEe, NMO3TOMY Bbl
MOXKeTe nNpoBoanTb paboTbl B 11060e Bpems, HO BCe paBHO — byabTe O0CTOpPOXKHbI. CepBucbl baHKa NocTpagath He
A0X%Hbl! Npn BbiNoAHEHMM paboT He U3MeHsTe HacTpoliku nopta FO/22 kommyTaTtopa SW2.

7.

MopTbl FO/23 v FO/24 KOMMYTaTOPOB A0/KHbI 6bITb 06beANHEHbI B arperMpoBaHHbIiA KaHaa C HOMEPOM
Port-Channel 1. icnonb3yite AMHaMUYECKUIA NPOTOKO COTNAacoBaHMA, COOTBETCTBYOWMI cTaHaapTy IEEE
802.3ad.

Bce KaHanbl cBA3n FO/22-24 nonskHbl 6bITb NepeseieHbl B TPAHKOBbIA PeXXMM paboTbl, COOTBETCTBYIOLLMIA
ctaHgapty IEEE 802.1Q.

Tpaduk Bcex VLAN, cyLLecTBYIOWMX B CETU, NPU Nepesade mexay KommyTtatopamu SW1 n SW2 ponkeH
nepepaBaTbcA 4yepe3 Port-Channel 1, 3a wcknoyeHnem Tpadumka VLAN 10, KOTOpbIA OOJIXKEH
nepenasatbca vepes nopt FO/22. B cnyyvae obpbiBa cBA3M Ha nopty FO/22 tpaduk Admin PC ponykeH
6bITb NepekntoveH Ha Port-Channel 1 He 6onee, Yem 3a 5 cekyHa,

MapuwpyTmusatop R2 npepgnonarasocb WCNOAb30BaTb KaK IP-TenedoHHY0 CTaHUMIO WM pe3epBHbIN
MapLUpyTU3aTOp ANA NOAKNIOYEHUA BHYTPEHHUX CETMEHTOB ceTu. Mpexae Yem Ucnonb3oBaTb R2 B KayecTBe
Wwnto3a ana ceasn ¢ opncamm 6aHKOB, HEOOXOAMMO HAaCTPOUTb BCE 3anIaHNPOBaHHbIe paHee QYHKL MK,

10.

11.
12.

13.

14,

MapuwpyTtnsatop R2 nogknoveH K Kommytatopy SWI1 asyma noptamu, Kak M R1. B cTOpOHY
MapLUPYyTU3aTOPOB [0/KEH Nepenasatbca TpaduK TonbKo Tex VLAN, KoTopble TEPMUHUPYIOTCA Ha ero
nHTepdeitcax n nogmHtepdeicax. Ucnonbsyinte nHtepdeicol FO/0 MapwipyTU3aTOPOB UCKIOYUTEbHO
ONA CBA3M UX mexay coboi, B 4yacTHOCTU, AnA obmeHa aHOHcamu no npotokoay OSPF. Ha kommyTtatope
SW1 pnsa atoro gonskeH bbiTb co3aaH VLAN 12.

HactpoiTte Ha R1 n R2 IP-agpecaumio B COOTBETCTBUM C YTBEPKAEHHOM CXEMOM CETEBOTO YPOBHS.
MapuwpyTtusatopbl R1 1 R2 ponHbl obecneumsBaTb B3aMMHOE pe3epBUMPOBAHWE MPU MOAKAHOYEHWUU
cepsepoB B VLAN 20. Bce HeobxoaMMble HAacTPOMKKM Ha R1 yKe BbINOAHEHbI. [poBeAnTe HACTPONKM Ha R2
Tak, YTobbl B LWITAaTHOM cMTyauuu B nape R1-R2 Ha Bce ARP-3anpocol oTBeyan R2.

MapuwpyTtusatopbl R1 1 R2 ponHbl obecneumBaTb B3aMMHOE pe3epBMPOBAHWE MPU MOAKAOYEHUU
nosnb3osatenei B VLAN 10. R1 noneH sBASTbCA OCHOBHbIM LLUJIKO30M MO YMO/IYaHUIO, R2 — pe3epBHbIM,
KOTOpbIn BepeT Ha ceba PyHKUMM WAO3a MO YMONYAHWUIO TONbKO B Caydvae, Korga R1 HepocTyneH.
Ucnonb3yite npotokon HSRP Bepcun 2, Homep rpynnbl — 12 1 Kntod ayteHTUdUKaummn CISCO.

Y6eauTecb, 4To nocse BbiNoaHeHUs paboT paboune ctaHumn B VLAN 10 coxpaHAIOT CBA3b C CEpBEpamu
CEeTU Aake B C/lyyvae, Koraa mapuwpytmsatop R1 HegocTyneH. M3MeHATb HAaCTPOMKM LWAKD3a MO YMOAYaHUIO
Ha paboumx CTaHLMAX He paspeLuaeTcs.

Mexay mapuwpytmsatopamm R1 n R2 B VLAN 12 HacTpoiiTe obMeH MapLlpyTHbIMWU aHOHCaAMM Mo
npotokony OSPF B cootBetctBuM c Monutmkon B obnactm UT. R1 n R2 ponKHbl 0bmeHMBaTbCA



npedukcamm ceten csomnx nHTepdericos Loopback 0. Ha nHtepdeiicax, cootsetcraytowmx VLAN 10, 20 u
101 npotokon OSPF goneH ObiTb BbIK/HOYEH .

15. 3anyctute Ha R2 cepsuc IP-tenedoHmnn. B KayecTBe TeCcTOBOro annaparta noAkatoumnTe K tenedoHHOM cetu
codTdoH Cisco IP Communicator, AnuctpubyTns Kotoporo ectb B Bawem KomnaekTe M0O. CopTdoH aonkeH
3aperncTprupoBaTbCa U NoayyYnTb Homep 10001.

Mocne Toro Kak 3aKOHYMTE C Hallel ceTbto, nepexoauTe K ceTh 6aHKa « MUKpPOLOT BaHK», rae Bac OXKUAAET MHOTO
ctopnpu3oB. baHK npeanounTan He umeTb cobcTBeHHOM UT-MHPPACTPYKTYpbI, @ apeHaoBaTh y onepatopa «bocc-
Tenekom» BbIYMCAUTENBbHbIE MOLWLHOCTM W KaHanbl cBA3M. [MosTomy B oduce HaHKa pacnosioxKeHbl MoyTU
WUCKNOUNTENbHO paboume mecTa COTPYAHMKOB, @ BCE CEPBUCHI pasmelleHbl Ha naowaake onepatopa. Onepatop
HeceT NOJIHYO OTBETCTBEHHOCTb 3@ HACTPOMKY M KOPPEKTHYIO paboTy ceTeBoi MHPPACTPYKTYpbl 6aHKa. MNostomy y
Bac HeT A0CTyna K rpaHMYHOMY MapLUpyTU3aTopy ceTn « MUKpOLOT B3HK», HO Bam M3BECTHbl ero HacCTPOKU U
cXxema noAKAtoyeHus.

YT1o6bl BbI MOI/IN CMOKOWHO BbINOIHATL CBOM paboTbl, ceroaHA 6aHKOBCKMe npouecchl B «MUKPOWOT BIHK»
nepesedeHbl Ha pe3epBHyto niowaaxky. OgHako B KoHue AHA 6yaeT npousseneHo obpaTHoe nepekntodeHue. K
3TOMY MOMEHTY Bbl A0/I*KHbl 3aKOHYWUTH CBOO YacTb PaboT. TakKe A 0XMAAL0, YTO B KOHLLE AHA BaIMMM CUNAMMU
6yaeT ycTaHoBNeHa BHYTPEHHAA TenedoHHan CBA3b Mo 3allMILEeHHOMY KaHany ¢ BaHKOM « MUMKPOLWOT BaHK».

MpaHWUYHbIN MapLupyTU3aTop opuca « MUKPOLLOT BIHK» yKe HAaCTPOEH BaluMMK NnapTHepammn ns «bocc-Tenekoma»
nog Te 3a4ayn, KOTopble BaM NpPeacTouT pewntb. Ero KoHduMrypaums y Bac ectb (MpunoxkeHune 9), HO BHOCUTb B
Hee U3MEHEHUA Bbl HE MOMKETe, MOCKOJIbKY 3TO TpebyeT A/IMTENbHOMO COrIacoBaHnA U BpeMeHU, KOTOPOro y Bac
HeT.

16. ObecneybTe nogxatodeHne cetn Kopnopauum «UUC u Ko ®duHaHe» K VPN-cermeHTy onepaTopa «bocc-
TEeNIeKOMY» C y4EeTOM TeXHUYECKUX ycaoBuii. TepMUHUMPYNTE BblAaHHbIM onepaTopom PVC Ha poyTtepe R2,
MCMNOAb3YyA HAaCTPOMKK, COOTBETCTBYHOLLME NapameTpam TY.

17. YctaHosute B ceTn «MuKpowoT BaHK» obopynoBaHWe, KOTOpOe Bbl 3annaHMPOBaJN UCMONb30BaATb, U
NOAKAOYMTE €ro B COOTBETCTBMMU C YTBEPHKAEHHON Tabanuen coeanHeHUN.

18. Hactpovite napametpbl IP Ha VPN-wao3e B COOTBETCTBUM C BblAAHHbIMU TEXHUYECKMMWU YCIOBUAMMU
onepaTtopa M YTBEPKAEHHON CXeMOW CeTeBOro ypoBHS. HacTpamBaTb Kakue-nnbo ¢yHKUMKM ceTeBoM
6esonacHoctM Ha VPN-wao3e He Tpebyerca (XoTA, KOHeyHO, He Bo3bpaHseTtca), oH byager
MCMNOJIb30BaTbCA Kak 0ObIYHbIM MapLLpyTU3aTop.

MNpenBaputencHoe obcnegoBaHWe BbIABMAO elwe oaHy npobnemy. B cetm 6aHka «MuKpowoT BaHK»
MCMo/b3yloTCcA aapeca u3 amanasoHa 10.0.0.0/16, KoTopblit 3ape3epBMpoBaH O/ CETM Halleld Koprnopauuu.
Cepsep WWW wumeet agpec, KOTOPbIA, K CHACTbO, HE UCMO/Ib3YeTCA B HAllel cetTh, HO Bce paBHO — MoanTuKa
Tpebyet, utobbl npedukc 10.0.0.0/16 aHoHcMpoBancA ToNbKO M3 ceTn «UUNC & Ko duHaHC», a U3MeHATb
appecaumio B « MUKPOLIOT BIHK» Mbl Ceiiyac He MOXKeM — HUKaKOro BPeMEHU He XBaTwT.

19. Mexay cetamu «MUKpOWOT BaHK» M ronoBHbIM OGMCOM KOoprnopauuu AoNXHa OblTb HacTpoeHa
MapwpyTmsauma no npoTtokony OSPF, cooTBeTcTBYOWAA TEXHUYECKMM YCNOBMAM OnepaTopa.
MapuwpyTtmsatop R2 ponxeH nepegasaTb B ceTb «MMKPOWOT BIHK» TOMIbKO aHOHCblI arpermpoBaHHOrO
npedukca 10.0.0.0/16. MpaHUYHbIA MapLIPYTU3aTOP ceTh « MUKPOLWOT B3HK» yKe HacTpoeH napTHepamm
n3 «bocc-tenekoma» 1 rotos K nogkntoveHnto B OSPF-gomeH yepes VLAN 100.

20. Hactpowte Ha VPN-wmo3e NAT-TpaHcnaumio TaK, 4Tobbl cepeep WWW 6aHKka «MukpowoT B3HK» 6bia
OOCTYMEH U3 CeTH Halei kopnopauum no agpecy 10.1.0.100. MeHATb HACTPOMKM Ha cepBepe 3anpeLeHo,
HO MOXHO MCMO/IL30BATb CTaTUYECKYO MapLupyTM3aumio Ha VPN-wnio3se.

21. Mexay mapuwpytmusatopom R2 n VPN-wiao3om 6aHKa «MuKpowoT B3HK» gosKeH OblTb HacTpoeH
cTaTnyeckuit IPSec-TyHHenb. MapameTpbl 3alMUTbl AaHHbIX onucaHbl B [MoAuTUKE WHGOPMALMOHHOM




6e30MacHOCTM Kopnopauun. ITOT TyHHeNb AOMXEH 3alWmuwaTb Becb Tpaduk cuctembl IP-tenedoHUn.
Mpouynin TpadmK 3awmaTb He 06s3aTeNbHO.

MocneaHwnit Wwar: Hy*kHO obecneuntb paboTy IP-TenedoHnn. Heobxoanmoe obopyaoBaHMe y BaC MMeeTcs, HO ero

HYXXHO BK/TOYNTb N HACTPOUTDb.

22.

23.

24,

ObecneybTe noOAKNOYEHME HOBOrO 060pyAoBaHWS B COOTBETCTBMM C YTBEPXKAEHHOM Tabauuemn
coeanHeHW 1 noakatodeHuin. Hactpointe VPN-waro3 Tak, 4Tobbl BCe HeobXoauMble MapameTpbl Ans
paboTbl TenedoHMM BblAABANUCH YCTPONCTBY AMHAMMYECKM No npoTokony DHCP.

Hactpoitte maplpyTtmnsatop R2 TaK, YTobbl HOBOE YCTPOWMCTBO MOFIO 33aPErnmcTPUpPOBATLCA B CUCTEME
TenedoHun c Homepom 10101. Ybeantech, 4To 3BOHOK Ha Homep 10001 npoxoanT B 06e CTOpOHbI 1 0be
CTOPOHbI CAbIWAT APYT Apyra.

HacTpoiiTe KHOMKy BTOPOM AMHMM TenedpoHa TakK, 4YTOObl NPM HaXKaATMM Ha Hee npoucxoaun
aBTOMATMYECKKI BbI30B HOMepa 10001.

C pykoBoactsom «MMHBUH PaliHeHLW» COrNacoBaHO KPaTKOBPEMEHHOE OTK/OYeHWe ceT B6aHKa oT MHTepHeTa B
KoHLe paboyero aHa. O Hayane paboT (T.e. 06 OTKAKOUEHUN) Bbl AOMKHbI YBEAOMUTL MeHs. Y Bac byaeT TONbKO
ABaAuaTb MUHYT, YTOObI BbIMOJIHUTL NEPEK/IOYEHNE N NPOBEPUTL Pe3ybTaT, MO3TOMY BCe AENUCTBUA Bbl AOKHbI
cnnaHWpoBaTb 3apaHee. MmeliTe B BMAY, UTO CKOPO B 3TOT odPuUC nepeeseT HECKONbKO COTPYAHMKOB Ballew
Kopnopaumu, Tak 4To UM NoHaaobuTca tenedoHHas CBA3b.

25.

MN3yunTe KOoHPUrypauuio cepsepa, KOTOPbI BbINOAHAET GYHKUMIO maplipyTusatopa B opuce «MuHBUH
daliHeHwWwn». BbINONHUTE BCce HeObOXoAWMMblE HACTPOWKM ANA TOro, 4tobbl nogxkntoumTb ero K VPN-
cermeHty, npegoctasnaemomy «BOCC-Tenekomom», B COOTBETCTBMM C TexXHUYECKUMMU YCNOBUAMM.
MapLpyTmM3aTop AO/IKEH YCTaHOBUTb coeguHeHue no npotokony OSPF n npoaHoHcupoBaTb B CeTb
onepatopa ucnosb3yemble npeduKcbl M3 AmanasoHa 10.2.0.0/16. HactpausaTb |PSec-TyHHenb ¢
LeHTpanbHbiM odUCOM ceryac He TpebyeTcs, 3TO Bbl BbINOAHWUTE B APYroi pas. 3aTo Hafo A06UTbCS,
4yTObbI B ByAyLLEeM NPU NOAKAOYEHUN AONONHUTENbHbIX TeNedOHHbIX annapaToB B CETb opUuca OT Hee He
notpeboBanocb OTKAOYATL Kakoe-1Mbo obopyaoBaHue.




HNeHb 2. PaboTa ¢ OC Microsoft Windows

[obpoe yTpo, Konnera. Cyaa no Bcemy, NepBbl AeHb Ha 6OEBOM AeXKYPCTBE BblAancsa He/lerkKMm. XoTa HacTpoMKa
ceTeBoro o60pya0BaHUA yXKe No3aau, PagocTM mano: paboTbl BNepeam Bce ele Heno4vatblit Kpan. CeTb CAyXKUT
nnwb 6a3on Ana NpeaocTaBAeHUs CEPBUCOB NONb30BATENAM, U C STUMK CepBMCaMM BamM NPEACTOUT NOBO3UTLCS.

KnioueBbiMmM 3agayamu, peliaembiMM  N060OM  UHPPACTPYKTYPOM, SABAAETCS KOHTPOAMPYEMbIA  AOCTYN
nonb3oBaTeNen K AaHHbIM. fl yXKe ycnesn HEMHOro NPoaHaM3MpPoBaTb MHOPACTPYKTYPY ABYX HOBbIX KOMMAHWUM, a
3304HO 3aHOBO B3I/IAHYTb Ha CBOIO cobcTBEHHYO. [axke 6ernblin B3rnag obHapy*KMBaeT MHOXECTBO npobsiem,
TpebyoLWmMX CPOYHOro peLleHuns.

BOT 4TO MHEe M3BECTHO O BCeX TPex UHPPaCTPYKTypax:

1) lenmpanoHsili ogpuc kKomnaHuu «LJUC u Ko ®uHaHc»

B oduce ¢pyHKuMOHMpyeT gomeH Active Directory (AD) noa HassaHuem kiska.ru. OnepauMoHHas cuctema Ha
eMHCTBEHHOM KoHTponnepe aomeHa (KA) c umeHem New-DC — Windows Server 2012 R2. Koraa-To B JomeHe
NPUCYTCTBOBA/ M BTOPOI KOHTpoanep gomeHa Cool-DC, HO B OAMH NPEKPaCHbIN AeHb 3TOT K, NONHOCTbIO Bbilen
M3 CTPOA M3-3a BHE3anHoro cboa »KEeCTKOro AMcKa C yTPaToM KaK Mo/b30BaTeIbCKUX PaifoB, TaK U NOKaNbHOM
Konun 6a3 AD. BbiBogbl 6blIM caenaHbl, U Tenepb Noab3oBaTeNlbCKUe ¢aliibl, XpaHALWMECA HA KOHTponsepe
[OMEHa, PeryiApHO COXPaHAIOTCA C MOMOLLbIO CUCTEMbI PE3EPBHOIO KONMPOBaHMA (40 KOTOPOM Bam MOKa Aena
HeT — 1 6e3 Toro npobsiem xBaTaer).

2) KomnaHusa « Mukpowiom baHK»

B odpuce otcytcteyetr gomeH AD. Monb3oBaTtenn XpaHAT ¢ansbl Ha cepeBepe ¢ umeHem FS nog ynpasneHuem
Windows Server 2012 R2 (nanka d:\files c cetesbim umenem \\FS\files), Ho gocTyn K Hemy ocyulecTBAsAeTCcA C
NOMOLLBIO OAHOW NIOKA/IbHO 3aBeAEeHHOW Ha cepBepe y4yeTHOM 3anucyM Mnosb3oBaTena ¢ umeHem ServUsr w
naposnem 12345, ncnonblyemoi Bcemm nonb3osaTtenamu. MHAMBMAYaANbHbIA KOHTPOb AOCTYNa NO/ib30BaTeNel K
OaHHbIM U cepBucam OTcyTcTBYeT B npuHuune. DNS-umeHa Ha ctaHumax paspewwatotrca vyepe3s DNS-cepsepbl B
NHTepHeTe. CooTBeTcTBMe MMeHWU cepBepa FS ero IP-agpecy nponucaHo B daiine hosts Ha Kaxgom [K.
Pe3epBHble KOMMWU AaHHbIX Ha cepBepe He AenatoTcA. Bcero B oduce paboTtaetr 50 nonb3oBaTeneit, Kamabii
BXOAMT Ha CBOW NEepCOHaNbHbIA KoMMbloTep 6e3 napons ¢ peKkBM3UTaMM yyeTHon 3anucu  User c
AAMUHUCTPATMBHLIMK NpaBamu. Ha Bcex KOmNbloTepax WCMNoNb3yeTca CcTaTudeckaa agpecauua. OguH wu3
KomMmnbtoTepos nof ynpasneHnem Windows 8.1 ceiiyac He UCNob3yeTcA U AOCTYNEH BaM AN SKCNEPUMEHTOB.

3) Komnarusa «MuHBuH ®alineHwn»

3pecb Bce He TaK Nnoxo, Kak B «MukpowoT BaHk». B odpuce ¢yHKUMOHMpYyeT gomeH Active Directory nog
HasBaHMem pinwin.ru. OnepauMoHHaa cucTtema Ha eauHcTBeHHOM K[ ¢ umeHem ServerO1 ycTaHOB/EHA
yctapeswan — Windows Server 2008 R2. [laHHble 3aliMlLaloTca HOpMaabHO paboTatlolleit cMcTeMol pe3epBHOro
KonuMpoBaHus. B gomeHe obHapyKuiaca ewe oanH cepBep GoodSRV Ha 6ase Windows Server 2012 R2, paHee
npesHasHa4vaBlMiACA Ha posib HoBoro KA, HO cMCTEeMHbI agMUHUCTPATOP BaHKa Tak U He A0BEN AeN0 A0 KOHLA.
Ceityac Ha GOodSRV He NOAHATO HU OAHOWN POAU, U CEMYAC OH He 3aHMMAETCA 0OC/yKMBaHMEM MNoJib3oBaTesel. B
uenom coctoaHue UT-uHOpacTpyKTypbl — cpeaHelt TaxecTn. FnasHaa npobnem B Tom, 4TO 34ecb paboTaeT oveHb
MHOTO YCTapeBLUMX KOMMbIOTEPOB, C TPYAOM CNPaBAAIOWMXCA WM He CNpaBaAstoWwmMXca Booblwe € 3anyckom
COBPEMEHHbIX NPUIOKEHWI.



BHMMaTeNIbHO MOCMOTPEB Ha CepBEepHY MHPPACTPYKTYPY BCex Tpex oduUcoB, A MOHAA, YTO 0OMeH AaHHbIMU U
[OCTYN K HAM NpPU HblHELWHMX HAaCTPOMKax KpaliHe 3aTpyaHeH. C yueTom 60/1bLLIOIO KOIMYECTBa No/b3oBaTesien B
Kaxaom oduce nepen Bamu, Konnera, BctaeT 60nbluas 334a4a: HEOOX0AMMO MOANDULMPOBATL CYLLECTBYIOLINE
nomeHsbl Active Directory, obecneuntb pesepBHoe KonupoBaHue ¢dainos B oduce «MUKpowoT BaHK», a Takxke
KaKMM-TO 06pa3om CnpaBUTbCA C HEXBATKOM MPOU3BOAMUTENBHOCTU PAaboUumMX CTaHLNIA.

CerozHA y MeHs 60/bLLIOe COBELLaHME C AMPEKTOPOM Hawero 6aHKa, KOTOpoe 3aTAHETCA HA BECb AeHb, @ MOTOMY
A He MOry 3apaHee OLEeHMBaTb Bawwu naaHbl. OAHAKO A HamMepeH MPOKOHTPOAMPOBATL BalM AEACTBUSA
noctdakTym, a notomy Bbl 06sa3aHbl ¢puKcMpoBaTb BCE cBOM AeMCTBUA: U3SMEHEHME CUCTEMHbIX HACTPOEK U
KOHOUIypaumMoHHbIX $aiioB, TEKCTbl CKPUMTOB, BbIMOJIHEHHbIE Mpoueaypbl (KpaTKo, ec/ivM  BbINoJIHAETCA
CTaHOAPTHbIMA MacTep CO CTaHAAPTHbIMM HACTPOMKamMM) M TaK ganee B XKypHane BbINOJIHEHHbIX paboT. dopmy
)KypHana ana cepBepHoi MHGPACTPYKTYpPbI Bbl HaAeTe B NPUAOXKEHUU 2. [0 OKOHYAHMKU PaboT KypHaA LOKeEH
6bITb NepegaH MHe. Ecnv Kakoe-To Balle AeNCTBME He OMWUCAHO B KypHane, 6yAeT CNOXKHO MOHATb, Kakue
N3MEHEHWA NPOU3OLLAN B CUCTEME, M BCE JIN CAENaHO BEPHO, TaK YTO NOCTapailTecb BECTU AETa/bHbIi yYeT CBOMX
pabor.

WTaKk, nepBan 6o/blwan 3aga4ya, CTOAWANA nNepes Bamu — CNpPaBUTbCA C Npobiemamn ayTeHTUPUKaummn B opuce
«MukpowoT BaHK». Monarato, Ans 3TOro Bam cnefyer cAenaTb JI0KaAbHbI daii-cepBep BTOPbIM KOHTPOIIEPOM
pomeHa kiska.ru. Bam Heo6xo4MMo BbINOJHUTL Clegytolwme npeasapuTenbHble 4eNCTBUA:

1. 3anyctuB nporpammy gMarHOCTUKM Ha New-DC, a 06Hapy»KMA MHOMeCTBEHHble OLWMOKKM, CBSI3AHHbIE C
pennavkaumert AD Ha cepsep Cool-DC. Bawa nepsas 3agavya — AMKBUAMPOBATb UX U A0OUTbLCA MOSHOrO
340p0BbA AomeHa kiska.ru. Bbl TakyKe A0/i»KHbl yopaTb Bce cnedbl Cool-DC v3 30HbI DNS. Mporpamma
ONArHOCTUKN He A0J/IKHa BblAaBaTb CO0bLIEHNI 06 oWwMbKax U BaXKHbIX NpeaynpexaeHunin. CoxpaHuTe B
ypHane paboT Bblgayy AMarHOCTUYECKOM NPorpamMmmbl B OTPEMOHTUPOBAHHOM AOMEHE.

2. A oBHapyXun, 4TO MpPMU CyLLECTBYIOWEN HACTPOMKe NPAMOMK 30Hbl kiska.ru ee ¢yHKUMOHMPOBaHME B
pacnpeneneHHon ceT He byaeT onTMMasbHbIM. Bam HeobxoaMMO ONTMMWM3MPOBATb HACTPOMKM 30HbI
Takum obpasom, 4To6bl M36aBUTbCA OT pasgeneHua DNS-cepBepoB Ha NEpPBUYHbIE M BTOPMYHbIE U
No3BOANTb Pabounm CTaHLMAM PerncTpMpoBaTh CBOM agpeca Ha ntob6om DNS-cepsepe B niecy AD.

3. Bam TaKkxe Heobxogumo fobutbes, 4Tobbl DNS-cepBep mor paspeluaTtb B MMeHa IP-agpeca KomnbioTepos
KaK B rnaBHom oduce, Tak n B opmce «MukpowwoT baHK». Kak 1M Ha npeapbiaywem ware, mogmduKaums
CBA3EN MEXAY UMEHaMU 1 agpecamm A0KHA OCyLecTBAATbLCA Ha tobom DNS-cepBepe B fecy.

3aBepLUnB NoAroToBKY AomeHa kiska.ru, Bbl 40NHbI CO34aTb HOBbIN KOHTPOINEP AOMEHA.

4. Bsepgute cepsep FS B opuce « MunkpowoT baHK» B gomeH kiska.ru.
5. ToBbICcbTe pPoJib 3TOrO CEpBepa A0 KOHTPOIepa JOMEHa.

6. Hactpoitte nHdpacTpykTypy AD Takmm obpasom, 4tobbl paboume CTaHUMKU B Kaxkgom oduce B Nepsyto
ouyepenb 0bpallanncb K KOHTPO//Iepy AOMEHa B CBOEM OdUCE U TONbKO MPU ero HeAOoCTYMHOCTU — K
KOHTpO/INEepy B Apyrom oduce.

7. [ononHutenbHo HacTpolTe HoBbIM KU FS TakMm o6pa3om, 4yTo6bl MUHMMU3IMPOBATb CAYKEOHbIN TpaduK
AD mexay ooncamm npu nomcke MHGOPMaLLMm, OTHOCALLEICA K NONb30BaTE/IAM.

8. Mpotectupyitte paboTocnocobHocTb AD C NOMOLLBIO CTAHZAPTHOW YTUAUTLI U MOMECTUTE B KypHan
BbIMNO/IHEHHbIX PaboT ee BbIBOA, B KAaYeCTBe A0Ka3aTeNbCTBa, YTO Cepbe3HbIX Npobaem He nmeeTca.




9.

[na oTpaboTKu npoueaypbl nepes ee NPUMEHEHMEM KO BCeM CTaHUMAM B oduce «MuKpowoT BaHK»
BBeAMTe B IOMeH pabouyto cTaHuMIo B ero opuce. JIMKBUAUPYIATE Ha Hel paspelleHne nmeHu cepeepa FS
yepes dalin hosts U HaCTPOMTE OTKA30YCTOMUYMBOE pa3pelleHMe MMEH Ha CTaHUMAX (C y4eToM NyHKTa 6).

Mocne 3aBepLIEHUA CO3aHMA HOBOrO KOHTPOJI/Iepa BaM HEOBX0AMMO yNpoCTUTb aAMUHUCTPUPOBaHNE paboumx
CTaHUMN.

10.

11.

PaseepHuTe Ha K[ FS cny»k6y DHCP 1 HacTpoiTe ee ANa Bblaaym agpecoB U3 noacet pabouymx CTaHUMA.
Tpebyemasn HacTpoliKa poyTepa y»Ke BbiNo/IHEHA, BaM ee Aenatb He TpebyeTca.

MNepeBeauTe TecToBylo pabouylo CTaHUMIO B pexum nosydeHua |IP-agpeca no npotokony DHCP u
BbinosHUTe Ha DHCP-cepBepe HacTpoOMKK, Mo3BOJIAOWME €l B AasibHENLIEM Bcerga rnoayyaTb TOT Ke
camblit agpec.

Bce nosib3oBaTenu paboTatoT Ha cBomx MK ¢ aAMUHUCTPATUBHbBIMM NPaBaMu, U3-3a YEro Y CAYXKObl TEXNOALEPHKKM
NMOCTOAHHO BO3HWKAIOT NPob6aEeMbl C BUPYCAMW U HECAHKLMOHMPOBAHHLIMU MPUNOKEHUAMMU (TOPPEHTDLI, UrPbI,
mecceHaKepbl 1 T.n.) Kpome Toro, npespalleHne dann-cepsepa B KOHTPOANEP AOMEHA NPUBEAET K TOMY, 4TO BCe
JIOKa/NIbHbIE YYETHbIE 3aMMCK Ha HEM NPONaAyT, U y Nosib3oBatenen 6oblue He ByaeT AOCTYNa K 4aHHbIM Ha HEM.
Bam HeobxoaMMO 3aBEeCTU ANA HUX AOMEHHbIe YYeTHble 3aMucK, a 3a04H0 M 0TOBpPaTh Y HUX aAMUHUCTPATUBHbIE
npaea Ha MK. K cyacTbio, cMCTEMHbIN aaMUHUCTPATOP BbiBlero « MUKpoWwoT BaHK» Korga-To Ayman o TOM e U
ycnen nogrotoButb CSV-dain, cogeprkaliuii HOBbIE /IOTMHbBI M MAPO/IN No/b30BaTenei. TakKe MmeHsa 6ecnokouT
OTCYTCTBME pe3epBHbIX KON ¢painnos Ha cepsepe FS.

Bam Heobxoanmo:

12.

13.

14.

15.

16.

CerofHA e 3aBecTU BCE y4yeTHble 3anucu MNoNb3oBaTesneit. YUTuTe, YTo Yy Bac HET BPeMeHW BBOAMUTb
[AaHHble BPYYHYIO, MO-OTAENLHOCTU ANA KaXKAOro MNonb30BaTeNd, MO3TOMY Bbl AO/KHbLI 3aBECTU WUX C
NOMOLLbIO CKpUNTa. Bce yyeTHble 3anMcn AO/KHbI BbiTb pasmelleHbl B KOHTeltHepe MicroOU pomeHa
Kiska.ru v 6biTb aKTUBHbIMW. Kaxaasa ydyeTHan 3anucb A0/KHA MMETb Napo/b, YKasaHHbI B CSV-daiine.
CronupyiiTe B »KypHan TEKCT CKpunTa.

Cosgatb rpynny MicroUsers n npepoctaBuTb ee uyneHam npasa Ha 3anucb B gupektoputo \\fs\files.
BHecTn Bce co3faHHble yyeTHble 3anucu B 3Ty rpynny. Mpu atom goctyn B aupektoputo d:\files\admins
(Ho He B apyrne nogaupekTopun d:\files) AONKHbBI UMETb MOHBINA AOCTYN TONLKO YaeHbl rpynnbl Domain
Admins n noKanbHan onepaunoHHas CUCTEMA, BCEM OCTa/IbHbIM OHa He A0/KHA ObITb AOCTyMHA AaXKe Ha
npocMoTp.

Cosgatb B AD rpynny MicroAdmins, nonb3oBaTenn B KOTOPO aBTOMATMYECKM nonyyanu Obl
aAMUHWUCTPATMBHbIE MNpaBa Ha BCe KoMMbtoTepbl B oduce «MMKPOWOT B3HK» 3a MUCKAOUEHUEM
KOHTPO/1/1IePOB AOMEHa.

Obecneuntb aBTOMATMUYECKYIO ABYCTOPOHHIOW penauvkaumio ¢ainnos mexay aupektopuen d:\files Ha
cepsepe FS n anpektopuei d:\files\microshot Ha cepsepe New-DC.

Obecneuntb aBTOMaTMYEeCKoe MoaKntoveHue cetesoro aucka K: kK daiinosont ampektopum \\fs\fles Ha
Bcex MK B odpnce «MUKpOWOT BaHK», Npuyem Takmm cnocobom, 4Tobbl NOAb30BATENN AaBTOMATUYECKM
nepekntoyanmce Ha aupektopuio d:\files\microshot Ha cepsepe New-DC npu HegocTynHocTH cepsepa FS.
Ecnu cepeep FS aoctyneH, Noab30BaTeNn BCeraa A0KHbI NOAKAOUYATLCA MMEHHO K HEeMy.




Mocne 3aBeplieHus paboT B «MukpowoT BaHK» 3anmutecb odncom KomnaHuu «MuHBUH PaliHeHwn». U3-3a
MMEIOLLLEr0 MECTO LeMTHOTA MOKa YTO OCTaBbTe CYLLECTBYIOWMIA TaM AOMEH pinwin.ru 8 HEU3MEHHOM COCTOSIHUM.
OpHaKo 334a4n cOBMECTHOW paboTbl Nosb3oBaTenel Bcex 0GUCOB NO-MPEXHEMY aKTya/ibHbl, U Bbl HE MOXeTe
no3BoanTb cebe 3aBOAWTbL /INWHWE y4YeTHble 3anucu B oboux gomeHax. Kpome Toro, pykoBoacTBO ObiBLuel
KOMNaHUK co0obWwmMNo, YTO Yy HUX BO3HMKaANM npobaembl C yTeYKOW KOHPUAEHUMANbHOM WMHOOPMALUM K
KOHKypupytowein dnpme «31060TpACOB U napTHepbl». OAHAKO TaK U He yAanocb YCTaHOBUTb, ABMUIOCL /1N OHa
CnepcTBMeM  B3/OMA  YYETHbIX 3anuce MNonb3oBaTesiel MOCTOPOHHMMM  3/I0YMbILWIEHHUKAMU  UAN  XKe
n06poBoOIbHON Nepeaaym ceeaeHUN NOAKYNAEHHbIMU COTPYAHUKaMMU «TUHBUHY.

MNosTomy Bam HEOHXOANMO:

17. Co3patb B gomeHe Pinwin.ru rpynny Enhanced Security n nobutbcs, 4tobbl K €e Yi1eHaM NPUMEHAINCD
rpaHyiApHas MNOJIMTUKA YCWUJIEHHOM ©0e30NacHOCTU, B YacCTHOCTM ONuUMA MOBbILEHHOM CNOXHOCTU
napoJ/ieii. 3Ta NOJINTUKA He A0/IXKHA MPUMEHATLCA K NONb30BaTENAM, HEe BXOAAWMM B AaHHYIO rpynny.

18. BAoKMpoBaTb AOCTYN KO BCcem Beb-caliTam KomnaHuU «31060TPACOB M NapTHepbl» B gomeHe zlobny.yh,
33 UCKAoYeHWem caita www.zlobny.yh, roe coTpyaHukn 6biBwen «MUHBMH daiHeHWn» camu
noacMaTpuBaloT MHPOPMALMIO O KOHKypeHTe. K coxaneHuto, «3n1060TpAacoB» Bce Bpemsa MeHseT IP-
agpeca calToB (Kpome caiiTa WWW, MMEIOLLLEro NocTosiHHbIN IP-agpec 20.10.0.100), Tak yTo 6/10KMPOBKa
MOET BbITb BbINOJIHEHA TONbKO MO MMEHWU. BIOKMPOBKa A0/1XKHA ObITb BbINOAHEHA LLEHTPA/IM30BAHHO HA
DNS-cepBepe, HaAMBUAYaNbHbIe HAaCTPOMKM MK BbINOAHATLCA HE AOMKHbI.

19. HacTpouTb OBYCTOPOHHME AO0BEpPUTE/IbHbIE OTHOLWEHUA mexay aomeHamu Kiska.ru v Pinwin.ru. Mpu
3TOM KOJIMYECTBO pPYy4HbIXx moamdukaumii Ha DNS-cepBepax B 0600MX [AOMEHax [A0/KHO ObiTb
MWHMMM3NPOBAHO, HOoBble cepBepbl DNS, ecnun TakoBble NOABATCA, AO/IKHbI MNOMyYaTb COOTBETCTBYOLLME
HACTPOMKN aBTOMATUYECKM.

20. Co3patb B AomeHe Pinwin.ru rpynny PinwinMicroAccess v npeocTaBuTb el NpaBa Ha YTEHWe 1 3anucb B
avnpektopun d:\files\pinwin Ha cepsepe FS B opuce «MuKpowioT BaHk». Hactpoutb Ha Bcex MK B oduce
«MUHBMH PaiiHeHLW» aBTOMaTUYECKOoe NOAK0YEHWE 3TON AUPEKTOPUM KaK gucka T:

Hy n nop 3aHaBec ewe ofHa MN/i0OXas HOBOCTb: OTAOXHYTb He ypactcs. PyKOBOACTBO Hallel Kopnopauuu
HACTaMBaEeT, YTO A4/1A BCEX COTPYAHWUKOB, B TOM yYMcae B 6biBwe KomnaHuu «MuHBUH PaiHeHwWwn», 06a3aTenbHO
nucnonb3oBaHMe nporpammHoro obecnedveHus Wordpad pnsa o6paboTkM goKymeHToB. K corkaneHuto, Yy
HEKOTOpPbIX COTPYAHMKOB «MUHBMH» HacTonbKo cnabble MK, 4To Ha HUX TONKOM He paboTaeT Aake 3Ta NpocTas
nporpamma. MocKo/sbKy 3aTpaTbl Ha CaHaLMIO KOHKYPEHTOB M 6e3 TOro o4eHb BbICOKM, 3aKynKa HoBbIx MK B
6nuKalllee Bpems He NAaHUPYETCS, HO YKa3aHWe HayasbCTBa A0/MKHO ObiTb BbinonHeHo. CepBep GoodSRV B
oduce «lMMHBUHA» pasBepHYT, HO He WCMNO/b3yeTcs, M NpuM 3TOM o061aZaeT HenIoXMMW annapaTHbIMU
XapakTtepuctnkamu. OfHako npu ero paboTte HabnoaaloTcA CTpaHHble nNpobnembl, NoApPo6HO MccienoBaThb
KOTOpble Y MeHS He 6bI1I0 BpeMeHM.

Bam Heobxoanmo:

21. BbISICHUTb U IMKBMAMPOBATb MPUUMHY, MO KOTOPOW cepBep GoodSrv XaOTUYHO U HenpeacKasyemo TepseT
A0CTyN K AoMeHy Pinwin.ru.

22. NpeBpatnuTb cepBep GoodSRV B TepMUWHaNbHbIN cepBep C AOCTYNOM BCeX NOAb3oBaTenei AoMeHa K
onyb6ankoBaHHomy npuaoxeHutio Wordpad. 3akynka TepMUHaAbHbIX NULEH3UK byaeT BbINOAHEHA
nose, 0 Tex Nop cepsep A0MKeH GYHKLMOHMPOBATL B MPOBHOM pexume.

23. Monb3oBaTeNn [OMKHbI NOAYYaTb AOCTYN K MPUAOXKEHUAM, onybAMKOBAHHbIM Ha cepBepe, Yepes Beb-
nHTepdeinc. NMpaBunbHbIA agpec Ana AocTyna K Beb-uHTepdeitcy — https://qoodsrv.pinwinm.ru/RDWeb,
HO y 6O/IbLUMHCTBA NO/Ib30BaTEIEN BO3HMKAKOT NPo6aemMbl C ero 3anoMUMHaHMeM. Bbl JO/IKHbI UISMEHUTL
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HacTpolkm IS  TaK, u4tobbl npwu AocTyne nonb3osBatenen K http://qoodsrv.pinwin.ru n
https://qoodsrv.pinwin.ru oH1 aBTOMaTUYECKM NepeHanpaBAsANCh Ha NPaBUIbHbIN agpec.

24. TakXKe NO/b30BaTENM [O/MKHbI MOJydaTb A0CTyn K npunoxeHuto Wordpad 4depes RDP-datin,
pa3smelleHHbIn B dainoson aupektopun \\GoodSRV\Apps, cBA3aHHON C NOKaNbHOW AMpeKkTopuen
cepsepa c:\apps. RDP-dain gonskeH 6biTb CreHepnupoBaH aBTOMaTMYECKM, XOTA Npu HeobXxoAMMOCTH Bbl
MOXKEeTe BPYYHYIO MepemMelLaTb ero Mexay KOMMbloTepamu U gupektopuamu. [lonb3oBaTenu, He
obnapatowme agMUHUCTPATUBHBIMU NPABAMMK, HE AOJIKHbI UMETb BO3MOXKHOCTU MOAMPUUMPOBATL MK
yaanatb Galnibl B 3TOM ANPEKTOPUMN HU NO CETU, HU JIOKAAbHO Npu paboTe Ha TepMUHANIbHOM CEpPBEpPE, HO
OO/IKHbI UMETb BO3SMOHOCTb YMTaTb €€ COAEePKUMOE.

Mpexae Yem Bbl HaYHETe NepeBOAMTb MOJIb30BaTe/el HA TEPMUHANbHBIN pexum paboTbl, Xo4y HANOMHUTb 06
Of4HOM TUMMYHOW npobneme. [pu HebperKHOM HACTPOMKe NONb30BATENAM MNOCTOAHHO MNPUXOAUTCA
noATBepPXKAaTb, YTO TEPMUHA/NbHBIA CepBep, C KOTOPbIM OHU paboTatoT, ABNAETCA AOBEPEHHbIM. 3TO CMyLLaeT
HEKOTOPbIX NHOAEN HACTONBbKO, YTO OHM HE B COCTOAHUM HAXKaTb BMOJIHE OYEBUAHYIO HYXKHYIO KHOMKY M HAYUMHAIOT
3BOHUTb B Texnoanepky. Mpobnema cBA3aHa C TemM, YTO TEPMUHANbHbLIA CepBEP MO YMONYAHUIO UCMONb3yeT
CaMOCreHepmMpoBaHHbIN M camonoanucaHHbli SSL-cepTUdUMKAT Ana NOANUCUM KOMMYHMKALMA C KJAMEHTOM.
Mokynka cepTudmKaTa y CTOPOHHEro LeHTpa cepTnudmkaumm (LLC) Ham ceiiyac He NO KapmaHy, TaK YTO npuaeTca
MCNONb30BaTb CBOM COBCTBEHHbIN. MpK 3TOM A NaaHMpyto B 0603pmMom Byayuiem NOAHOCTbIO BbIBECTU AOMEH
pinwin.ru 13 aKcnayaTauMm 1 He XO4y Pa3BePTbIBATb LEHTP CEPTUPUKALLUM B HEM.

Bam cnepyer:

25. PasBepHyTb AOMEHHbIN LEHTp cepTuduKauum Ha KoHTposnnepe aomeHa New-DC B rnasHom oduce.
HasBaHue ueHTpa cepTndmKaumnm goaxkHo bbite cneaytowmm: Kiska-Main-CA.

26. Co3patb M onybanKkoBaTb Ha HeM Heobxoaumbli wabnoH SSL-cepTuduKaTta, HaseaB ero TermServSSL.
CpoK aenctBmA cepTUdUKaTa AOKEH COCTaBNATb 5 neT.

27. CreHepupoBaTb No 3ToMy WabnoHy SSL-cepTuduKaT ans cepsepa goodsrv.pinwin.ru v 3KCnopTMpPoOBaThb
€ro B 3allMLLEHHbIM Naponem ¢daiin (paitn BmecTe C Naposem A0/KeH 6biTb NepeaaH MHe B AOMOAHEHUE
K 06bI4HOI 3aNKCK B XKypHasie onepauui).

28. YCTaHOBWUTb 3TOT cepTUdUKAT Ha cepBepe goodsrv.pinwin.ru v NPUBA3aTb ero Kak K Beb-canTy IIS, Tak 1 Ko
BCEM HEOBXOAMMbIM KOMMNOHEHTAM TEPMMHANBHON MHOPACTPYKTYPbI (HE MeHee TPeX KOMMNOHEHTOB).

29. YLOCTOBEPUTLCA, UYTO AAHHbIN cepTUdUKAT BOCMPUHMMAETCA KaK LOBEPEHHbIA Ha BCEX KOMMblOTepax B
fomeHe pinwin.ru. Heobxoaumble MoavoUKaUMM LOMKHbI ObiTb BbIMNOJHEHbI LLEHTPaAN30BaHHO.
MoguduKaumsa MHANMBUAYANbHbIX HAaCTPOEK pPaboumx CTaHLMUIA NPOBOANUTLCA HE AO/IKHA — Y BAC Ha 3TO HeT
BPEMEHM.

Mocne 3aBepweHus paboT ybeautecb, YTO B pesynbTaTe BalUMX AOEWCTBUIA BXoA4 Ha Beb-uHTepodeiic
TEPMMHANBHOTO cepBepa Yepes Beb-b6paysep, a Tak:ke 3anyck RDP-daiina He NpUBOSAT K NOABJEHUIO BOMPOCOB,
CBA3aHHbIX C HeA0BepPEeHHbIM SSL-cepTUdMKATOM, MHAYe NOAYUYNUTCA, YTO Bbl 3pA TPATUAMU BPEMA.

Ha atom Bce. B KoHUe gHA y6e,£I,MTer eue pas, YTto Bbl 3a40KYMEHTUPOBA/IN BCE CBOU AeﬁCTBMH N OCTaBbT€E Ha
cBoem pa60qu\ mMmecTe XKyYpHan BbINO/IHEHHbIX pa60T 1 BCe BCNOoMoOraTe/ibHble d)aﬁﬂbl.
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[eHb 3. PaboTta c OC Linux CentOS

N cHoBa nobpoe yTpo, Konnera. MHe UCKPEHHE BacC *Kajlb, HO BbIHYXAEH COOBLIUTDL, YTO CAMOE MHTEPECHOE elLlle
Brnepean. CerogHsa Bam nNpeacTouT cAenaTb 3aBepLlaloLLmii Wwar B CAMAHUM Tpex odurcos. 18 3Toro HeobxogMmo
pa3obpaTtbca ¢ ocTaBwenca MHGOPMALMOHHOM MHOPACTPYKTYPOM KoMNaHnU «MMHBUH PaiHaHWAY.

Buepa nocne coselwaHua A ycnen cbesguTb B «[MTMHBUH» U BbIACHUA, YTO agMUHUCTPATOP «[MMHBUH daliHeHWwa»
YyacTo Mcnonb3oBan cBOBOAHO pacnpocTpaHAemoe nporpammHoe obecneyeHune, 4To, 6e3yc/sioBHO, 6bino
cneactBMem MOJAINTUKM OaHKa. HacTpoeHHble BaMW  KOHTPOJi/Iep AOMEHa W TepMMUHaNbHbIN cepBep -—
eauHcTBeHHble windows-cepBepbl B MHOpaAcTpyKType «MMHBUH». OfgHAKO KpPOMeE HMX TamM HalWAuCb eule
MapLLPYTU3aTOpP, KOTOPbLIA Bbl Mapy AHEM Hasaj HacTpawBa/v, U ABa BUPTYasibHbIX CepBepa nog yrnpasieHUem
Linux — HacTpauBaTb WX Takxe npeactout Bam. Hy, n IP-tenedpoHus Toxke 3a Bamu (A Bedb yNOMMHaN Ha
cobeceoBaHMM, UTO HaM HY}KEH He MPOCTON CUCTEMHbIN aAMUHUCTPATOP, @ MHOropyKui LLIMBa, He Tak n?)

Mo 06pbiBOYHON MHDOPMAaLUU M3BECTHO, YTO OAMH U3 JINHYKC-CepBEpPOB ABNAeTCA Beb-cepBepom, a Apyrow
MCMNOJIb30BaJICA KaK TecToBas MallMHa C TUNOBOM MO/b30BaTE/IbCKOW KOHUrypaumen. Tak }e U3BECTHO, YTo K
KOHCONIM CepBEPOB 0ObIYHO MOXKHO MOJTYYUTb AOCTYMN C NPaBaMK Cynepnosib3oBaTesia UCNo/b3ysa Naponb “toor”.

MepBbI War B Ballel paboTe — YNCTO KOCMETUYECKUNIA:

1. Ha cxemax cetn «[MMHBWUH PaliHEHLW1», KOTOPbIE MMEIOTCA B BalUEM PACMOPAXKEHUU, UCMPaBbTe MMEHA
TakK, YTOObl OHN COOTBETCTBOBA/IM PeasibHbIM MMEHAM CEPBEPOB.

Tak Kak 60/blIOe KOMYECTBO CEPBUCOB TeNepb NPeAoCTaBASETCA U3 LEHTPasbHOTO oduca Halleid KOMMaHWu,
BaM B NepBylo oyepeab HeobX0AMMO HaNaAUTb BHYTPEHHIOK CBA3b Mexay UT-uHdpacTpyKkTypamm:

2. OpraHusyiite otgenpHyto B/IBC ¢ Homepom 10 pgna Tpaduka IP-TenedpoHMM M nomectute B Hero
YCTPOWCTBO, KOTOPOE BaM COr/lacoBa N ANA UCNONAb30BaHMA B KavecTBe IP-TenedoHa. [laHHOe ycTpoincTeo
OONKHO 3aperncTpupoBaTbca B cMcteme TeniedoOHUM Kopnopaummn c Homepom 10201.

3. He 3abbiBailTe o Tom, 4YTO nNpu paboTe c ronocosbiM TpaduKom BaM HeobXoAMMO COOTBETCTBOBATL
TpeboBaHMAM [OAUTUKM Balel Koprnopauum B 061acT MHOOPMALMOHHbLIX TEXHOIOMMIA U 3amThI
MHpopmaumn.

Bo Bpemsa MoOero KpaTKoro BM3MTa OAMH U3 COTPYAHUKOB «MUHBMH daitHeHwn» cnpocun: «Koroa cHosa 6yaer
OOCTyNeH yaaneHHbli goctyn B odpuc?» Hy, no KpaiiHeil mepe, Tenepb Mbl 3HAaeM, YTO TaKoW cepBuc bbin Tam
peanusosaH. Tem 6onee, uto coTpyaHukam «LUUC n Ko ®PuHaHC» BO3MOMHOCTb yaasneHHOo paboTaTb C
OOKyMeHTaMM Ha ¢alinoBom cepBepe 6byaeT KpailiHe Nose3HOM NpW MNpoBegeHWM npoueaypbl caHauuu. B
KabuHeTe ObIBLIETO CMCTEMHONO aAMWMHWUCTPATOpPa A OOHAPYKWMIM pachneyaTKM CTaTbM C caiTa Xabpaxabp c
npumepom KoHourypauum cepsuca OpenVPN. CKopee Bcero, MMeHHO 3TOT MaKeT WMCNO/Ab30BajAcA ANA
npeaocTaBAeHMA yAaNeHHOro AoCTyna.

CpenaiiTe cneayioliee:

4. Ha cepsepe, BbINOJMHAKOWEM QGYHKLMIO MapLIpyTU3aTopa, WM3y4uTe CYLLECTBYHOLWYIO KOHPUrypauuto
OpenVPN. YcTpaHuTe HencnpaBHOCTM B paboTe AaHHOrO cepBuca.

5. [Ona Bawero xe yaobcrea M yaobcTBa Ballnx COTPYAHMKOB NPU YAANEHHOM NOAKAOYEHWUM NONb30BATENM
OO0/KHbI NONYYaTb AOCTYN K SIOKA/IbHbIM CETAM BCEX TPEX OPUCOB.

6. MposepbTe paboTy OpenVPN c Beb-cepBepa B opuce « MUKpoOLIOT».




ToT e camblii coTPyAHUK «MMHBUH» OKaslanca Becbma HasonamebiM. OH NPUBA3ANCA KO MHE CO CNeayroLLMm
gonpocom: «fl 0bblYHO XOXKy Ha paboTy co cBOMM HOYTOYKOM. TyT A Kynua HOBbIN, NPUHEC ero, NOAKAKYUA
ceTeBoM Kabenb, a MHTepHeTa HeT. Moakatoyato ctapbli — MHTepHeT paboTaeT». A yAenun HEeCKO/NbKO MUHYT,
yTObbI NOHATL NPobaemMy NOBAMIKE, U OOHAPYKWUA, YTO Ha CTapPOM HOYTOYKe HacTpoeH cTaTuyeckui IP-agpec. A
HacTpoOWN CTaTUYEeCKUM adpec Ha HOBOM HOYTOyKe, M Bce 3apabotano HopmanbHo. OAHaKO MoMbITKa
aBTOMaTMYeCcKOro nonyyeHus IP-agpeca He cpaboTtana.

Hy»Ho pa3obpaTtbca ¢ aToM Npobiemoit HemeaNeHHO.

7. HacTpoitTe aBToMaTMyeckyto Bblgadvy IP-agpecos B noKanbHoOM nopcetu odumca. Uckntoumnte M3 amanasoHa
pasgauu agpeca, NPUCBOEHHbIE CepBepam U MapLLpyTM3aTopy.

[anee Bam cnepyet pasobpaTbca ¢ Beb-cepsepom. MNocne pasroBopa C MECTHbIMU COTPYAHWKAMM MHE CTaso
W3BECTHO, YTO Ha Hem paboTaeT UHTepHeT-6aHKUHT. M3y4nB NOBEPXHOCTHO €ro KOHOUIypaumto, A 3aMeTU, YTo
[AHHbIV cepBep MMeeT NPAMOI BbiXxogd B MHTEPHET, MUHYA MapLipyTnsaTop. C 04HOM CTOPOHDI, 3TO NPABU/LHO,
NMOCKO/IbKY Beb-cepBep B OCHOBHOM U noceltaetca Yyepes MHTepHeT. O4HaKo 3TO 06CTOATENbCTBO U MOI/IO CTaTb
rNaBHOM MPUYUHON YTEUYKU KOHOMAEHUMANbHON WMHbOPMALUMM K KOHKypupylowen dupme «31060TpscoB u
napTHepbLI».

MosTomy B LLesIAX NOBbIWEHNA 6e30nacHOCTM Bam HeobxoaMmo:

8. OcTtaBuTb Ha Beb-cepBepe B paboyem COCTOSHUM eANHCTBEHHDIN CeTeBOM MHTepdelic, NOAKAOUYEHHDbIN B
VLAN20, HO coxpaHuTb AOCTYN K Hemy 13 MIHTepHeTa no npexkHemy IP-agpecy.

9. Yb6eautbca, 4To U3 WHTEpHeTa K AaHHOMY CepBeEpPY MOMHO 0OpaliaTbCs TOAbKO C MCNO/b30BaHUEM
npotokonos HTTP n HTTPS.

10. HacTtpouTb ayTeHTUdMKaLMIO Nosib3oBaTeNell Ha Beb-cepBepe TakMm obpasom, 4Tobbl oHa TpeboBanach
TO/IbKO Npu gocTyne U3 MHTepHeTa, HO HE NPW BXOAE Ha CalT U3 NOKA/IbHbIX CETEN OCTabHbIX OPUCOB.

Mocne 3aBepweHus pabor Heobxogumo ybeamuTbca, YTO NOb30BATENM MOTYT NOMYYUTb K CepBeEpy AO0CTyn C
MCMNO/Nb30BaHNEM [AOMEHHOTO MMeHW. KcTaTu, A 3abbin 3anucaTb, Kakoe Mma umen Beb-cepsep M Kakoit DNS
cepBep OTBeYan 3a ero paspewweHue. Pasbeputecb ¢ KoHourypaumeir DNS B gaHHom oduce u, pas yxK Bbl
3aHAANCb 3TUM BOMPOCOM, C/iegyeT Peannm3oBaTb NPaBUIbHYIO CXeMy AOCTyMNa KO BCEM K/OYEBbIM CepBEpPam Mo
NMEHMN.

YpocTtoBepbTecb, YTO BbIMOAHAIOTCA caeayoLme ycaoBuma:

11. [lomeHHble MMeHa MapupyTu3aTopa U Beb-cepBepa AO/MKHbI pa3peLlaTbCs BO BHELWHWIA agpec Ans
pocrtyna ns UHTepHeTa.

12. lomeHHble MMeHa 4/1a BCEX CepBepoB B AaHHOM oduce (BKAOYas MaplpyTMsatop M Beb-cepsep)
OOJIKHbI paspeLlaTbca BO BHYTPEHHWUI agpec Npy 06palLeHMM U3 BHYTPEHHEN CeTu.

13. CaiiT Ha Beb-cepBepe A0/IKEH BbITb AOCTYNEH MO MHMEHU pinwin.ru.

14. Ucnonb3ya Haw WwabnoH nnaHa NpPousBoAcTBa PaboT, COCTaBbTe MJIaH, OTPAXKAlOWMM, KaKMm cepBepam
KaKkne MMeHa byayT NpUCBOEHbI, HAa KaKkom cepsepe byaeT pacnonaratbcs DNS-cepBUC M KaKue pecypcbl
OKaXXyTCA HeOCTYMHbIMM B Nepuos nposeaeHua pabor.

15. NMpUCTynuTb K BbINOJIHEHWUIO 3TOM YacTK PaboT Bbl MOXKETE TOJ/IbKO MOCAE NOJYYEHUSA OT MeHst 040bpeHus
BaLLero nJjaHa.

Osukemcs ganbuwe. Mpoctute meHsA 33 TPOM3M, HO 6e30MacHOCTb J0/XKHa 6biTb 6e3onacHoi. Tak KaK y Hac B
LueHTpanbHOM oduce Tenepb GYHKUMOHUPYET LEHTP cepTUdMKaL MK, CAedyeT BOCMNOb30BaTbCA STUM.




16. Ha pomeHHOM ueHTpe cepTudukaummn Kiska-Main-CA creHepupyiTe ceptudukat ana Beb-cepsepa
«MUHBMH DaltHeHWA» U UCNONb3YITe ero Ana AoCTyna K canTy MHTepHeT-6aHKMHra no npotokoay HTTPS.

17. Ybeantecb B TOM, YTO Npu obpalleHnn K caiTy MHTepHeT-6aHKMHra no npotokony HTTP npoucxoaut
aBTOMATMYecKoe nepeHanpas/ieHne Be6-6poy3epa Ha TOT Ke afpec, HO C UCMOJIb30BaHMEM NPOTOKOANA
HTTPS.

18. Ybeautech, 4TO Napo/ibHble NOJNTUKM Ha Beb-cepBepax COOTBETCTBYIOT [MoAnTUKe Kopnopauumun, 1, KCTaTu,
npoBepbTe Beb-cepBep B « MUKPOLWIOT BIHK» — a BAPYr U TaM HaZ0 Y*KECTOUNTb MNONUTUKY?

Hy BoT n Bce... Cnacnbo 3a paboty, Tenepb MOXKeTe OTAOXHYTb! XOTs... HaBepHAKa Beab 3aBTpa OyaeT Kyda
3BOHKOB OT M0/Ib30BaTe/Ien, y KOTOPbIX YEro-To He paboTaeT. [0ToBbTECh — KTO Kak He Bbl byaeT um nomoraTb!



Mpunoxkenne 1. Monntnka kopnopaumm «UMC mn Ko ®duHaHc» B o0bnactu

MHPOPMALMOHHbIX TEXHONOTMI N 3aLLNTbI MHPOPMALMM

10.

11.

12.
13.

14.

Bca MHbopmMauma, xpaHumas, nepegasaeman M obpabatbiBaemas ¢ MCNOb30BaHUEM BbIYUCAUTENBHbBIX
cpeacts kopnopauun «UNC n Ko PuHaHc», ABnsetca cobCTBEHHOCTbIO Kopropauuu. PykoBoacTso
KOMMNAHUN UMEET HEOFPaHMYEHHbIM A0CTYN K MHPopmaLumn. JocTyn NpoYnx COTPYLAHUKOB K MHGOpMaLUm
onpeaenaeTca AenNcTBYOWUMMN PErTAMEHTAMM U PACNOPAXKEHNAMN PYKOBOACTBA.
B KopriopaTMBHOM ceTu Mcnosib3yercsa AManasoH agpecos 10.0.0.0/16. Bce ycTpoiicTea B ceTH, €C/IN 3TO He
YKa3aHO ABHO, AOJ/IKHbI MMETb ajpeca W3 yKasaHHOro amanasoHa. Kaxkgoe nopgpaspeneHve A0JKHO
MMETb COBCTBEHHbIV AMANasoH aapecoB € Mackoh 255.255.255.0. TpaH3uTHble ceTu (NpegHasHayeHHble
ana  obecneyeHUs CBA3M MeXAy MapLpyTU3aTopamu) [AOJIKHbI MMeTb agpeca M3 AmanasoHa
10.0.255.128/25 1 makcMManbHy AANHY Macku, AOCTaTOYHYO Ana obecnedyeHuna ceasu. Micnonb3oBaHune
Macku /31 KaTeropmyeckun 3anpeLeHo, UCNoNb30BaHMe Macku /32 AonycKaeTcs TONbKO ANA aapecauumm
Loopback-uHtepdoeiicos.
Bce maplipyTusaTopbl AO/KHbI UMeTb MHTepdelic Loopback 0 ¢ aapecom B dopmate 10.0.255.z/32 u3
AnanasoHa 10.0.255.0/25. BbigeneHume agpecos NponsBoamMTCca No BO3PacTaHMIo.
Bce ceTeBble YCTPOWMCTBA A0MHbl CMHXPOHM3MPOBATb CBOM Yacbl C YacamMu KOHTPoOJ/epa AOMeHa.
KypHanbHas MHGOPMaLMA € CeTeBbIX YCTPOMUCTB AO/IKHA NepeaaBaTbCa Ha CNeunannm3npoBaHHbIi syslog-
cepsep. [epen nposegeHMem pPaboT, CBA3AHHbIX C W3MEHEHMEeM KOHUrypauui, Kputudeckas
nHbopmauusa [osKHa ObiTb coxpaHeHa Ha TFTP-cepBep. o OKOHYaHUM paboT UHaANbHbIE
KOHPUIypaunm TakKe A0/IKHbl COXPaHATLCA.
[Ona nogknoyeHua K cetm UHTepHeT ucrnonb3yetca auanasoH agpecos 20.15.0.0/24, BbigeneHHbIN
Koprnopauuu esponenckum pernctpom RIPE M 3akpensnieHHbiA 32 HOMEPOM aBTOHOMHOM cucTtembl AS
2015.
paHn4Hble mapupyTtmsaTopbl AS 2015 goAXKHbI NPUHUMATL U3 ceTU NHTepHeT TONIbKO N UCKIYUTENBHO
MapLLpyT No ymondaHuio (npedukc 0.0.0.0/0), npoure npeduKcbl A40KHbI GUABTPOBATHCA.
Ona opraHusaumm cCBA3M MexKay NoapasfeneHUMAMMU KOpnopaumm UCNOAb3YHOTCA BblAe/eHHble KaHasbl
cBA3n u cepsucbl L2/L3 VPN. Ucnonb3oBaHne NHTepHETa M UHbIX NyBAMUHbBIX CeTeil ANA opraHU3auuu
CBA3M MeXAy noapasfeneHNAMU KaTeropmyeckmn sanpeLLeHo.
TenedpoHHan CcBA3b BHYTPU KOPNOpPALMM OCYLLECTBAAETCA N0 TexHonornam IP-tenedoHUn. 3BOHKN Mexay
dnnmanamm n LeHTpanbHbIM 0dMCcOM B 06513aTeNbHOM NOPSLAKE AOMKHbI LWNdpoBaTLCA.
LWndposaHme TenedoHHbIX 3BOHKOB MeXKay duananamm, a Takke wudposaHne Bcero npoyero tpaduka
He 0b6a3aTeNIbHO, HO AOMYyCKaeTcs.
Mpu wncnonb3oBaHuM wWKdpoBaHUa TpaduKa npumeHATcA IPSec-TyHHeAM co  cneayloWmUmMm
XapaKTepUCTUKaMu:

o AyTeHTUdUMKaumMa — no obwemy Katouy

e |lUndposaHue — 3DES nan 6onee ctoikoe

e  KoHTponb uenoctHoctM — SHA1 nnu 6onee cTorikni
®PyHKUMM KpUNTOLWNtO3a B TOJIOBHOM oduce Kopnopaumum AOMKHblI ObiTb BblHECEHbI Ha OTAENbHbIN
mapLupyTtnsatop. CoBmelleHne GyHKLMIA rPaHUYHOrO MapLUpyTu3aTopa cet MHTepHeT 1 KpunToLwwiosa
KaTeropuyecku 3anpeLleHo.
[JonyckaeTca coBmelyeHne ¢yHKUMIA IP-TenedOHHOro WA03a U KPUNTOLUI03a Ha OAHOM YCTPOMCTBE.
BHyTpU ceTn Kopnopauuu WCNonb3yeTcA MPOTOKOA AUMHAaMM4YecKoM MapwpyTtnsaumm OSPF. CeTb
ronosHoro oduca BKAtoYaeTca B Backbone Area (Area 0).
YaaneHHbI AocTyn K UMHTepdencam ynpaB/ieHWs paspellaeTca TOAbKO B CAyvyae WCNOJIb30BaHWA
3aWMLLEHHbIX MPOTOKOJIOB Nepefayn [AaHHbIX, NOAAEPMKMBAIOWMX KAK ayTEeHTUPUKALMIO, TaK MU
WinppoBaHUE AAHHDBIX.



15. JocTyn K KOpNopaTMBHbIM pecypcam paspelleH TONbKO C UCNosb30BaHMEM paboymx cTaHuui, rae
npesBapuTeNbHO BbINONHEHA aBTOPM3ALLMA C UCNO/Ib30BAaHUEM LLEHTPA/IM30BaHHOM CNYKObl KAaTanoros.
16. na Bcex mucnonb3lyembix Beb-cepBepoB Ha nnatpopme OC Linux gonkHa cobntogaTbcs cneaytouias
napoJ/ibHasA NoJIUTUKA:
® apoJib OOMKEH COCTOATb M3 CMMBOJIOB NMPUHAANENKAWMX KaK MUHUMYM TPem MHOXecTBam
(Hanpumep, BEPXHUIN N HUKHUI pernctp, undpsol);
e [/IVHa NapoA He A0/XKHA ObITb MeHbLUE 8 CMMBOOB;
e pAJOBONM MO/Ib30BaTE/lb HE MOXET C034aTb MAapo/b, NMPOTUBOPEYALUMIA 33aJaHHbIM MpaBMAaMm;
ALMUHUCTPATOP MOXKET, HO JOJ/IKEH NOYyYaTb NpeaynpexaeHue;
® 0Nb30BaTe/IM HE AOJ/IKHbI BXOAUTb B CUCTEMHYIO KOHCOJIb KaK agMWHUCTPATOPbI, HO AOJIKHbI
MMETb BO3MOXKHOCTb NePEKIYATLCA B KOHTEKCT Cynepnosib3oBaTens, UCNoAb3ya KOMaHay Su;



MpunoxkeHue 2. Tunosblie GOPMbI 3aABOK U KYPHANOB

3asiBKa Ha MoAepHU3aLMI0 ceTeBOoN MHPACTPYKTYPbI

YTBepxnaato:

3am. gupektopa no UT

Uunckun C.C.

« » 2015r.

HanmeHoBaHue paboThbl

OnutenbHocTb paboT

Heﬂ,OCTyI'IHbIe CcepBUCHI




XXypHan npoBegeHua paboT B cepBepHON MH(paCTPyKType

Ne
3adaHus

OnucaHue paboT 1 M3MEHEHUIN HACTPOEK

1.

2
3.
4

© | N || u




MpunosxkeHune 3. Cxema coegUHEHNM U NOAKAOYEHNM (DU3NYECKM YPOBEHD)

[

WHTtepHer

Microshot

PinWin

R2
Cisco 7941

ASA 5505

; Catalyst 2960

CeTe KOpnopayMm
«UMC u Ko ®PuHaHc» PezepeHoe obopypoeaHue

VIP Admin




MpunoxkeHue 4. Tabnmua coegUMHEHNI N NOAKNHOYEHWUI

Kopnopauus "LLIUC n Ko duHaHc"
Tabnuua coeguHeHU N NOAKNIOUEHU

YrBepxaaro
3am. aupekropa no UT Linckun C.C.
SW1 VYcrpoicteo [lMopt SW2  VYcrpoiicteo MopTt R1 Ycrpoiicteo  Mopt R2 Ycrpoiicteo  lMopt Ycrpoiicteo  Mopt Ycrpoiicteo  lMopt

FO/1 R1 FO/0 FO/1 FO/0 SwWi1 FO/1 FO/0 SWi1 FO/1

FO/2 R1 FO/1 FO/2 FO/1 SwWi1 FO/2 FO/1 SWi1 FO/2

FO/3 R2 FO/0 FO/3 S0/1/0 BOSS S0/1/0 S0/1/0 R1 S0/1/1

FO/4 R2 FO/1 FO/4 S0/1/1 R2 S0/1/0 S2/1

FO/5 FO/5

FO/6 FO/6

FO/7 FO/7

FO/8 FO/8

FO/9 FO/9

FO/10 CIS&Ko ServiNICO FO/10

FO/11 FO/11

FO/12 FO/12

FO/13 FO/13

FO/14 FO/14

FO/15 FO/15

FO/16 FO/16

FO/17 FO/17

FO/18 FO/18

FO/19 FO/19

FO/20 VIP PC* NICO FO/20 Admin PC  NICO

FO/21 FO/21

FO/22 SW2 FO/22 FO/22 SWi FO/22

FO/23 SW2 FO/23 FO/23 SWi1 FO/23

FO/24 SW2 FO/24 FO/24 SW1 FO/24




MpunoxkeHune 5. Cxema coeAUHEHUN U NOAKAOYEHMN (KaHANbHbIN YPOBEHb)

7 T
GHTEPHET
1.2.3.0/24

LoO
i i ~— _
BQss

Bann «MukpowoT BEaHk»

wSwitch
WLAN 20

wSwitch
VLAN 30
Ws ws.1
Fof0.20 FO/0.30
— —
50/1/0.100 p2p qul.l(h -~ -

DLCI 100 —

— wSwitch

Fof0.10 o

| Outsolirced Router
[~
wSwlitch
VLAIY 100 B
SRV Tecr,
mawmHa
etho
wSwitch
VLAN 20
|
Bank «MuHBuH DaiineHwn »
50/1/0.100 p2p
DLCI 100
FO/1.10% SWL
VLAN 10K
R1 vIP ¥
FO/1.10 FO/1.20 FO/1
SWi1 wSwitch
VLAN 20 VLAN 20
ﬂlm
SW2
VLAN 10
CeTe kopnopaLum Admin
4LUWC u Ko ®PuHaHe»




MpunoxeHune 6. Cxema coeanHEHMN N NOAKNOYEHUI (CeTEeBOM YPOBEHb)

‘ B KayecTBe 3HaYeHMs X MCNOb30BaTb HOMep cTeHdal

‘ Bank «MukpowoTt BaHk»

Maponu gna goctyna
Cisco Microsoft Linux
admin Administrator root
wsr2015 Qwel235 toor

BaHKy BblAeneH AMana3oH peanbHbIx agpecoe 20.15.1.0/24

&

WHTepHeT
1.2.3.0/24

VIAN 20
10.1.20.0/24
Fs
&
(_VLAN 30 -
10.1.30.0/24 )
WS Ws.1
FO/0.30
: /_\ m
(nvum 10
10.0.110.0/24
F040.20 FO/0.10
A A1 www
e N
— (_VLAN 100
— {
— ¥0/0.100 10.1.100.0/24
ad
Outsogyirced Router
EE—:epEep u
cth0 —
9 & \
VLAN 20
10.2.20.0/24
PoyTep TectoBan
MalmnHa
Bank «MuUHBUH PaiiHeHwn»
BaHKy EBIfEN&H AWaNazZ0H peanbHblx agpecoe 20.15.2.0/24

’_-‘-\ -
rva 10)3\
( 10.0.10X.0/24
ro/r10| | B1 New-DC
1 FOf1.20
3 ‘ 100 ‘
1 [GLBP 20)
,r VLAN 20
10.0.20.0/24
= —
.
4
R2
CeTb KopnopayMu

“UHC 1 Ko PuHaHc»

Kopnopayum eslgeneH guanazoH peansHelx agpecoe 20.15.0.0/24
W Homep aBToHoMHOMW cucTembl AS 2015

Admin




MpunoxkeHue 7. NpoeKT cxembl CoOeANHEHUN U NOAKNOYEHNI (CETEBOMN YPOBEHD)

~~
Can 100\

Bank «MukpowoT BaHk»

.100
E.2%

FS
g " DHCP
 wanzo
Ws ws.1

.100
E.R
www

3

.20
a

F0/0.10 ‘

-
Outsogprced Router

r\:ww mo’\

10.1.100.0/24,

F0/0.100
a

VPN-wnioz

Senfer01 GoodlSRV

| I—
100 a0 |

Teurnn

—~

— FVLRN 20

1\ 102200724

VLAN10

172.16.1.0/30,

P
VLAN 123
172.16.2.0/30,

Is

9 PVC 100
20.15.255.0/30,

0.15.255 8/29,

|
-

Bank «MTMHBWH

PVC123
172.16.0.0/30,

YenoeHbie obozHaueHua

B xome paboT sam Heob: cxemy
MpucyTCTayeT TpU TUNa 31eMeHTOS:
Ousiaeckoe yeTpoiicreo, sbiBop 1 nogKAKOuEHME
KOTOPOTG  AOMKEH  MPOMIBECTH  YUICTHHK.
yKasaro & noaMCH.
VPN-wnio3

NapameTpbi nogy
38NONHEHUA NPUBEAEHDI Ha CXEME.

1

M ycrpoiictsa

B kpacHyio pamky oBseserbl 3nemeTol, KOTopole AomKHb Boio
5 nepBoiit A 7

B cumoo pawky oBseaeHbi 3nemewTol, KoTopole AomKHbI Boio

3an0MHeHs! B TPETHi AgHb Cop eBHOBaHHIA.

.
10.0.10%.0/24,

VIP

- §

Ces Kopropauun

10.0.10.0/24

Admin

«LIUC 1 Ko ®uHake»



[MpnnoxkeHne 8. TexHNnYecKmne yca0BmMA Ha NOAKNOYEHME

YTBEPKOAIO

leHepanbHbI anpekTop OAO «bocc-Tenekom»

C.l. bocc

TEXHWYECKUE YCNOBWA

TexHnyeckue ycnosuA AEVICTBMTeﬂbeI B Te4eHUe Tpex KaneHaapHbIX AHEIZ, Ha4ynHaA C

Ycnosusa

MapameTpbl

MpucoeanHeHue K cetn L3 VPN
onepaTopa «bocc-Teniekom»

Agpeca:

1. Kopnopayusa «LUNC n Ko duHaHe»
2. baHK « MuKpowoT BaHK»

3. baHK «[MMHBMH DPaliHeHWn»

dusnyeckoe noaxknr4yeHmne

1. Kopnopayusa «LUNC n Ko duHaHce»

Mcnonb3oBaTh CyLLECTBYOLLEE NOCNEA0BaTE/IbHOE COegMHEHME K
maplupyTtusatopy BOSS, nopt Serial 0/1/0

2. baHK « MuKpowoT BaHK»

Mcnonb3oBaTb  CywecTsylowee BUTOMApHOE CcoefAMHeHue K
mapupyTtusatopy BOSS, nopt FastEthernet 0/0

3. BaHK «[MMHBMH DaliHeHLww1»

Mcnonb3oBaTb  CywecTBylowee BWUTOMApHOE COeAMHEHME K
mapLpytusatopy BOSS, nopt FastEthernet 0/1

KaHanbHOe nogKkntoveHme

1. Kopnopauma «JNC n Ko duHaHc»

Ha uHTepdeiice Serial 2/0 maplpytusatopa BOSS BbigennTb
pononHutensHbln DLCI ¢ Homepom 123, TepMUHMPOBaTb €ro Ha
noavHTepdeiice TMNa Touka-Touka Serial 0/1/0.123

2. baHk « MuKkpowwoT baHK»

Bolgenntb  pononnutenoHblr  VLAN ¢ Homepom 123,
Mcnonb3oBaTb NoauHTepdeiic Fa 0/0.123

3. baHK «[MMHBMH PaliHeHLW »

Bblgenute  pgononHuTenbHbin  VLAN ¢ Homepom  123.
MCcnonb3oBaTh NoauHTepdeiic Fa 0/1.123

06beaMHUTb NepedyncaeHHble noanHtepdelicol B VRF ¢ nmeHem
VPN. Ucnonb3osatb RD 65000:123

IP-agpecauun

1. Kopnopauua «UNC n Ko PruHaHC»
Mcnonb3osaTb AgnanasoH 172.16.0.0/30
2. baHK « MuKpowoT BaHK»
Mcnonb3osaTb AgnanasoH 172.16.1.0/30
3. baHK «[MMHBMH PaliHeHLW 1»
Mcnonb3osaTtb aManasoH 172.16.2.0/30

Appec .2 13 KaXK4oro AManasoHa HasHauYvUTb COOTBETCTBYHOLLEMY
nHTepdelicy poytepa BOSS.

MapuwpyTtmsauma

Ncnonb3osaTb npotokon OSPF, Area 123, Tun Normal




Mpunoxkenne 9. KoHdurypaumsa rpaHMYHOro mMaplipyTmsaTopa OaHKa

«MnKpowoT baHK»

KOHOUAEHUWMATBHO

ONA CNYXKEBHOTO NOJ/Ib3OBAHUA

service timestamps debug datetime msec
service timestamps log datetime msec
|

hostname Microshot
|

ip cef

no ip domain lookup

ip domain name microshot.ru
|

username admin privilege 15 secret **xxx

|

interface Loopbackl

ip address 10.1.0.1 255.255.255.0
ip ospf network point-to-point

ip ospf 1 area 123

|

interface FastEthernet0/0
description Microshot Bank

no ip address

|

interface FastEthernet0/0.10
description WWW

encapsulation dotlg 10

ip address 10.0.110.1 255.255.255.0
|

interface FastEthernet0/0.20
description Servers

encapsulation dotlg 20

ip address 10.1.20.1 255.255.255.0
ip ospf 1 area 123

|

interface FastEthernet0/0.30
description Users

encapsulation dotlg 30

ip address 10.1.30.1 255.255.255.0
ip helper-address 10.1.20.100

ip ospf 1 area 123

!
interface FastEthernet0/0.100
description Reserved for MS BackBone
encapsulation dotlg 100

ip address 10.1.100.1 255.255.255.0
ip ospf 1 area 123

!
router ospf 1

passive-interface default

no passive-interface FastEthernet0/0.100

YTBEPKAAIO
leHepanbHbIM anpekTop OAO «Bbocc-Tenekom»

C.l. bocc




